SIGNificant™
Server

The SIGNificant Server makes it very easy and convenient to enhance an existing
infrastructure with all the necessary functionalities for a total paperless process.
Beyond the possibility of capturing a handwritten signature by using a broad
range of signature capturing devices from various manufacturers, also smart-
cards, tokens and software certificates are supported. Given the high scalability of
the SIGNificant Server, millions of electronic signatures can be generated
automatically and verified every hour also in mass signature processes, enabling
companies to realize a TRUE paperless environment. Acquiring additional data in
order to complete a form can be done simply by scanning or swiping a credit card
or driver’s license or via a soft keyboard displayed on the signature pad. All
documents can be converted into secure PDF files or into protected xml files.

Benefits

¢ Easy Integration - highly flexible, enabling easy integration into any existing DMS, ERP, CRM,
archiving or other legacy systems, using the extensive SIGNificant API.

¢ Full Customization - the client interface can be fully customized enabling the users to stay
within their system’s known interface, while only the customizable signing window is added.

¢ High Server Scalability — thousands of signatures can be generated automatically and
verified every hour.

¢ Multiple Input Interfaces — provides multiple input interfaces including file, mail and web
services.

e Easy Management - the Server can be remotely configured by an easy to use configuration
tool enabling low costs for all organizations.

¢ Fully Secured Document — once the document has been signed using the SIGNificant
Server, it cannot be forged, therefore, the authenticity of the source and the integrity of the
content are guaranteed.

e Paper Free Process — saves money, time and trees by making your office 100% paperless!

Xey=rricr ¢ Legally Binding - the signature generated with SIGNificant allows a legally binding approval
siGNificamt SIGNATURE SOLUTIONS process and compliancy with e-signature legislation, such as the EU Legislation, the UK Legislation,

the Uniform Electronic Transactions Act - UETA (covers US State Law) and many others.
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Features
SIGN & SEAL.

e Supports Any Document Format

- Seals all kinds of documents

- Conversion of HTML, Images, Word, Excel, Power-Point,
Text and XML files into the PDF file format

- Supports PDF/A for long time archiving

¢ Supports Any Digital Signature Format

e L e - xyzmo Seal, PKCS#7, Adobe PDF, XMLDsig, S/MIME, EDIFACT
:, : : ,: : :' ,', :'.' Ce - Based on standard secure algorithms like RSA, SHA- 1,
afefulnlulun]’ )t Sty SHA-Q, etc.

Space - Supports simple, advanced and qualified signatures

e Supports Any x509v3 Certificate

e Web Signing Interface

- Supports signing of PDF documents via Internet Explorer
and signing tablet.

- Supports integration into any customer application

- supports any signature tablet including Wacom STU-500
and Ingenico 6580/6780 special features

e Configuration Tool -
- Provides an easy to use configuration tool, enabling auto-
mated updates, backup & recovery and monitoring functions
¢ Multiple Sealing

- Enables application of multiple signatures to a single document
- Multiple xyzmo Seals without invaliding one another

¢ Trusted Timestamp

- xyzmo Seals always come with a trusted timestamp
- supports also third party timestamps

MULTIPLE APPLICATION SUPPORT e Customizable Seal Layout

- The seal is comprised of several adjustable components,
which include for example the name of the signatory, a hand-
written signature, a company logo or the reason for signing
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e Biometric Capabilities

- The biometric data of a person’s signature can be recorded
(rhythm, pressure, speed, acceleration, movement in the air)

- Together with the digital signature, the biometric data is
embedded into the document and can be authenticated
later on

- Biometric profiles of the person’s signature can be en-
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rolled and used for real-time authentication
VERIFY.

¢ Supports Any Signature Format
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- xyzmo SEAL, PKCS#7, Adobe PDF, XMLDsig, S/MIME,
‘SI_GNificantTM B SIGNificant [ EDIFACT _ . . .
Client 4 SERVER - Support of a variety of certificates provided by interna-
tional CAs
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SIGN SEAL VERIFY ¢ One Click Verification Webpage
- A browser is all that is needed — no additional compo-
xyzmo SIGNificant HQ nents need to be installed to verify the documents au-
HaiderstraBe 23 thenticity and integrity
4052 Ansfelden, Austria - Each server comes with its own customizable verification
Tel: +43 (0) 7229 88060 webpage =~ .
Fax: +43 (0) 7229 88060-720 - Public verification page https://verify.xyzmo.com
Mail: office@xyzmo.com e Manual or Automated Verification
. - Sealed documents can be verified manually or automatically

xyzmo SIGNificant USA - The signature format of the document is automatically
Harborside Financial Center 2500 recognized
Plaza 5 Jersey City, NJ 07311-4035 - A sealed verification report is provided and can be kept
Tel: +1 (631) 680-3259 as a proof of the verification result

Mail: office_usa@xyzmo.com )
System Requirements

This document is for information only and is subject
to change without notice. Technical changes, misprints,

errors excepted. Al rights reserved. Operating System: MS Windows Server 2003; Web server: IIS
6; Database: MS SQL server. For detailed information regarding
Xey=sr7207° the hardware requirements, please contact our presales team at:
7 service@xyzmo.com
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For more information, please visit our website at: www.xyzmo.com
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